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Introduction ito lEmail
Authentication

An explanation of how SPF, DKIM, and DMARC function




e
Introduction to DMARC:0rg STV

DMARC.org is an initiative of the nprofit Trusted Domain Project (TDP).

The mission of DMARC.org Is to promote the use of DMARC
and related email authentication technologies to reduce
fraudulent email, in a way that can be sustained at Internet
scale. This overall goal is met by educating individuals and
organizations through a combination of articles, tutorials,
presentations, and webinars.

For more information, please visittps://dmarc.org

For more about TDP, please viditp://trusteddomain.org

The contents of this presentation are released under@mneative Commons AttributieBhareAliket.0
International Licens€CC BY5A).
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e
Introduction to DMARC:0rg DAL

The work of DMARC.org is made possible through the generous
support of these sponsors:

AGARI (comcast.  Google
PayPal [R]ReturnPath TDP#

FARSIGHT
SECURITY
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Overview

ABackground

AWhat is Email Authentication
ASPF Basics

ADKIM Basics

ADMARC Concepts
ADMARC Mechanics
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Who Sent This'Message?

Frorm Bigeark <accountreview @eigbank.com:s -
Subject Account Review 11/13/2014 11:45 PM

AL lj é | é $|gaaémé -'F To undisclosed-recipients:; 7 OtherActinns‘Z
: v ~ _ BigBank
Alt shows aBigBank R R NX a

This email will be brief. We would appreciate your prompt attention to this matter.

Alt haS aBIg Ban K 2 3 2 X BigBark is constantly working to ensure security by regularly screening the accounts in our

system. We recently reviewed your account and made adjustments resulting in the
- ’ ’ ~ . following changes.
AL O I- y. Q u u B[g Eanm Unfortunately, access to your account has been limited.
. ~ ~ , These are the steps required to restore your account access:

/ \I have £Ig Ban l{. O O 2 dzy. u - Download the attachment from this email

- Open the attachment with your web browser (Qption: Internet Explorer)
B 4 R4 ’ I 4 - Fill in the required details
L R 2 y Q u ﬂ y u Y Should access to your account remain limited for an extended period of time, it may result

in further limitations on the use of your account or may result in eventual account closure.

Sincerely,
BigBank Account Review Team

— Atached-Form html

[l o

b @ 1 attachment: Attached-Form.html 25.6 KE [= save "

But it was sent by an imposter
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N
EmailllMessages:Can Bedaked M

AEmail evolved in a controlled and trusted environment, it
gl ayQu RSaAdIySR 02 SEOf dzRS

ANow both spam and angpam are multbillion dollar
Industries

ACKAa al Nv¥a NI OS¢ ONBSRa 0Si
APhishing borrows these techniques to compromise
users/systems rather than sell them something
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N
Why [IsT T hat Even Possible? M

AGOYI At € FANRG | LIISFNBR 2y O
ANetwork email appears on ARPANET in the early 1970s

AARPANET: Closed community of academics, researchers, an
government contractors

ASome abuse happened, but was addressed within the
community

ACommercial use was largely illegal
AThere was no money to be made by abusing email

APriority in design of email through the early 1990s was on
reliability and deliverability between different networks,
operating systemsgtc
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N
Background: ARRPANETInternet M

ADARPA/DISA to National Science Foundation (NSF) through
the 1980s (CSNET, NSFNET, FIX/NAPS)

AUUCP/Usenet spreads, providing email without restrictions
AARPANET finally decommissioned 1990

ARemaining restrictions on commercial use steadily removed
199095

Ad{ LI YYAY3TE A& NetNawscBda 1993/ | 4 S
ABlatant commercial spamming begins in 1994 with
Cantor & Siegel on Usenet

APractice quickly spreads to email; 90% of all email in 2009
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[ahtyf @ 2eNd's 9

Path: panix'udel'news.sprintlink.net!indirect.com!
From: ni...fdindirect.com (Laurence Canter)
Hewsgroups: sci.op-research

Subject: Green Card Lottery- Final One?

Date: 12 Apr 1994 08:10:35 GMT

Organization: Canter & Siegel

Freen Card Lottery 1994 May Be The Last Une!
THE DEADLINE HAS BEEN ANHOUNCED.

The Green Card Lottery is a completely legal
program giving away a certain annual alletment

[of Green Cards to persons born in certain

countries. The lottery program was scheduled
to continue on a permanent basis. However,
recently, Senator Alan J Simpson introduced a
bill into the U. 5. Congress which would end
any future lotteries. THE 1994 LOTTERY IS
SCHEDULED TO TAKE PLACE S0O0N, BUT IT HMAY BE

. THE VERY LAST ONE.

PERSBONS BORN IN MOST COUNTRIES QUALIFY, MANY
FOR FIRST TIHE.
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What isfEmail Authentication?
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N
What istEmaill Authentication? M

Technologies that let you determine whether the
sender you see really sent that message

AMost of these technologies are implemented in the
Infrastructure, and endiza SNRA R2Yy QU asSS UUF

ASome eneuser clients (MUAS) may have options to show a
gold key, or similar icon

AAIl of these technologies have strengths and weaknesses

APresently no 100% solutions
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N
ThreePrimary Protocols M

ASPF Sender Policy Framework (2003)
AIETF Status: Standards Track RFC
Ahttp://www.openspf.org

ADKIMc¢ Domain Keys Identified Message (2007)
AIETF Status: Standards Track RFC
Ahttp://opendkim.org

ADMARG; Domainbased Message Authentication,
Reporting, and Conformance (2012)

AIETF Status: Informational RFC, Working Group
Ahttp://dmarc.org

Copyright © 2015 by The Trusted Domain Project 12



N
Other Protocols M

ASenderlD ¢ Combination of SPF and Caller ID proposals
Alt C R2SayQi RSI f cadlresgesthaba al IS K
APromoted by Microsoft, who asserted patdnterests
ANot used in new deployments
AIETF Status: Experimental (2006)

AADSR Author Domain Signing Practices

AExtension to DKIM allowing domain owner to specify whether or not
they signed all outgoing mail

ASpecification itself discourages use of any positive assertion about
signing

Al Ol dzl £ ddscardablg LB EAOES AYRAOFUOGAY
a signature from the sending domain should be discarded, was highly
controversial

AIETF Status: Historic (2014)
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N
Background: Envelope vs::Header M

A RFC5321 definesthe A RFC5322.From is usually
host-to-host protocol what the enduser sees

A RFC5322 governs the
contents of messages

Mail
Server

RFC5321.MailFrom

HELO mail.example.com
MAIL FROM: user@example.com

RFC5322.From

Date: Fri, 08 May 2015 10:22
To: user@company.com Mail
CNRYY awz2s ! aSNE rf dzi S NX Sdrdery LI
{dzo 2SO0Y DNBF G hLII2 NI dzy A Ge X

Dear User,

y
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SPF:Basics
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N
SRk SenderrPolicy Framework M

AAllows domain owner to specify which servers may use addresses in that
domain in the RFC5321.MailFrom

Al GLI GK olF aSRé¢ | LILINRI OK
ACFttoll Ol G2 0KS wC/ poHM®PI 9[ h R2°

Alndirectmailflows (forwarders, mailing lists) cause SPF to either fail, or
lookup against a rewritten RFC5321.MailFrom

AThe latter may provide a pass agamst a different domain than the
original authorc g KA OK Aada a42YSUOKAY3I aLl YY!

ANo link required between RFC5321.MailFrom and RFC5322.From

AMail receivers declined to filter mail based solely on SPF results due to a
combination of indirectmailflows widespread deployment errors, and
other issues
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N
SPF Limitations M

AltC GeLAOFftte FrAta I FAOSN O
AForwarding, mailing listgtc

AMailing lists and other indirect flows can rewrite the
RFC5321.MailFrom to generate an SPF pass.

AUnfortunately something spammers like to dop
Aalyeé NBOSAOUSNBE R2 y20 | O00 2
Awidespread misconfiguration, historically & presently

AProblematic indirectmailflows
A KIG 'Y L adzLJLJgokf8iiRE 12 R2 &
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N
SPRRecord<ontents M

ADNS TXT records located at the name of the domain in question
A example.com Or mail.example.com

ASample:

exampl e. com | N TXT Av=spf Talal mai |l . e
Aldentifier tag:v=spf1
AMechanisms:

Aa checkhost against this hostname

Amx check host against this DNS MX record

Aip4 check host against this IPv4 address specification
Aip6 check host against this IPv6 address specification

Aexists check host against a (complex) macro
Aptr officially deprecated in RFC72080 not use

ACIDR address blocks are commipm192.168.1.0/24 )
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SPR.RecorddMechanisms

AResult for mechanism matches:

+ Pass (implici¢ &+a:mail.example.com €0
Fail

~ Softfall

? Neutral

AMany macros can be used, but 90+% of records include:

+all Pass all matches

- all Fail all matches

~all Softfailall matches

?all Neutral result for all matches
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N
SPR:RecordsCommon-kExamples M

Av=spfl a:mail.example.com ip4:192.168.1.0/29 ~alll
AAllow mail.example.com
AAllow any host in IPv4 address block
AAny others are probably unauthorized, but not 10086ftfail

Av=spfl mx include:spf.example.net include[...] i all

AAllow any host that appears in the SPF record at
spf.example.net

AAllow the host if it appears in the MX records for this domain
ANote: the [...] above is just for slide formattiqgiot legal

Av=spfl -all
AFail everything RS LX 28 SR T2 NJ aLJ NJ SRE
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N
SPFEn Action Common Case M

MAIL FROM: user@example.com

4,/ ' -
2 .
SPF?
E Firewall & 3 SPFI . Mail Server

Mail Gateway mail.example.com

DNS
Server

exampl e. com I N TXT Av=spf liadl mai

1: Message sent from example.com, invoking SPF check
2. Receiver looks up SPF record for RFC5321.MailFrom domain

3: SPF record returned
4: mail.example.com is authorized by the SPF record, message accepted
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SPE and/MailingsLdsts

MAIL FROM: user@example.com

From: user@example.com

2 Mailing List

A

1
MAIL FROM: user@example.com

@.

= 4
Firewall & SPF!

Mail Server

Mail Gateway mail.example.com
DNS
Server
exampl e. com | N TXT Av=spf liaadal mai
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v
SPF and/Mailing:Lists e
MAIL FROM: list - owner@listsRus.com

From: user@example.com

2 Mailing List

A

1
A5/ MAIL FROM: user@example.com

Firewall & Mail Server
Mail Gateway mail.example.com
DNS
Server
exampl e. com | N TXT Av=spf liaadal mai
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“‘Ill""
SPF and Bad Actors el

MAIL FROM: user@example.com

1 Botnet PC

_ 5 _
: SPF? :
= ; =
Firewall & SPEI T Mail Server
L

Mail Gateway mail.example.com

A
DNS
Server

exampl e. com | N TXT Av=spf liaadal mai
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SPE and Bad Actors

MAIL FROM: badguy@evilspammer.com

e
From: user@example.com e t

1 Botnet PC
evil spammer . com I N +alXad

4
Firewall & Mail Server
Mail Gateway e | mail.example.com
A
DNS
Server
exampl e. com | N TXT Av=spf liaadal mai
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DKIMtBasics
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N
DKIMDomainKeys!ldentified Mess :

ADKIM uses a digital signature based on public key cryptography

ASending organization uses private key to sign a hash or fingerprint
of the message before it enters the Internet

AReceiver can retrieve the corresponding public key via DNS to
verify the signature

ASigning domain does not have to have any relationship to the
domains in the RFC5322.From or RFC5321.MailFrom

AEnduser typically never sees which domain asserted
responsibility for a signed message
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N
DKIMc Limitations M

AMore complicated to deploy than SPF

R2yQil OSNATFe AT (0KS aA3IySR
AMailing lists modifying Subject header
ACorporate gateways adding a disclaimer/footer
AAlumni services transcoding messages, e.g. ASCIl to UTF8
AFiltering services removing images or MIpHEts

ABARY QU KI @S | LRtAOé YSOKI y.
AADSP was made Historic by IETF in May 2014

ACrypto concerns need to be tracked and addressed

AKey length for signatures
AStrength of hashing algorithms
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N
Anatomycof-abDKIM Signature M

DKIM- Signature: v=1; a=rsa - sha256; c=relaxed/simple; d=ietf.org; s=ietfl,
t=1432264097; bh=DnGEIxFloMduuUnbGf /ktbNUxOx7JkZRbjuQFmsr70M=;
h=From:To:In - Reply - To:References:Date:Message - ID:MIME - Version:Cc:Subiject:
List -Id:List - Unsubscribe:List - Archive:List - Post:Content - Type:Sender;

b=t 6F/ a3rYj OLKdEp8psEy2Afcl jxx0ibZsfRGHsSGA7L4x0OuwS9acC
a= Hashingalgorithm used (SHA256)
b= Signature data, a hash including the bddsh and headers
bh= | Bodyhash, computed from the message body (up to |I= bytes)
d= Signing Domain ldentifi¢6DID)
h= Headerancluded in signature
1= Agent or User IdentifiefAUID), optional
= Length limit of body included in body hash, optional
S= Selectorjdentifies which public key to use to verify
t= Time the signature was computed
X= Expirationtime of signature, optional




N
DKIM¢ Retrieving PublicKeys M

DKIM- Signature :v=1; a=rsa - sha256; c=relaxed/sim
s=EX- DKIM- 3; d= example.com ; t=1432264097;
b=CG8PqgaXUBI|l OTHhucV/ fxwUhaBw7 m

Date: Fri, 08 May 2015 10:22

To: user@company.com

From: user@example.com

Subject: Meeting detail sé
Dear User,
% dig +short txt EX- DKIM- 3. domainkey.example.com

"v=DKIM1\;k= rsa\;h=shal \; p=MI Gf MAOGCSgGSI Db
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N
DKIMi infAction M

DKIM- Signature : v=1; s=EX- DKIM- 3;
b=CG8PqaXUBIOTHhucV/fxwUha é
d=example.com ; ¢é

Date: Fri, 08 May 2015 10:22

To: user@company.com

From: user@example.com

4////,///~ Subject: Meeting detall
4/@

@\ d

Firewall & Keyl
Mail Gateway

Mail Server
mail.example.com

DNS
Server

EX- DKIM- V3._domainkey.example.com IN TXT
"v=DKIM1; k= rsa ; h=shal,; p=MI Gf MAOGCSgGS
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3 O0KS YFAtAYy3 f (i
YSR LI NIa 2F GK Y S
2 Mailing List

A

1 DKIM- Signature  : v=1; s=EX- DKIM- 3;
b=CG8PgaXUBIOTHhucV/fxwUha é

@. d=example.com ; &
Date: Fri, 08 May 2015 10:22

5 To: user@company.com
From: user@example.com
Subject: Meeting det alil

\ 7
Key?
Firewall ;\Key!

S 2

Mail Server
mail.example.com

Mail Gateway

DNS
Server

EX- DKIM- V3._domainkey.example.com IN TXT
"v=DKIM1; k= rsa ; h=shal; p=MI Gf MAOGCSgGSI [
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DKIM:-and Mailing dists

DKIM- Signature :v=1,; s=EX- DKIM- 3;
b=CG8PgaXUBIOTHhucV/fxwUha é
d=exampl e. com; é

The |ISt haS Changed a Date: Fri, 08 May 2015 10:22

To: user@company.com

Slgned pOI’tIOn Of the From: user@example.com P -/

Subject: [List] Meeting det

message, breaking the [7 Mailing List

1 DKIM- Signature :v=1; s=EX- DKIM- 3;
b=CG8PgaXUBIOTHhucV/fxwUha é
d=example.com ; &
Date: Fri, 08 May 2015 10:22
To: user@company.com
From: user@example.com
Subject: Meeting det alil

4

Mail Server
mail.example.com

Mail Gateway

DNS
Server
EX- DKIM- V3._domainkey.example.com IN TXT
"v=DKIM1; k= rsa ; h=shal; p=MI Gf MAOGCSgGSI [
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DMARC Concepts
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N
So'Many’Protocolsy \Why/Add Anothm

ANo consistency in DKIM and SPF deployment

Alncomplete coverage ohailstreams
ADifferent usage for different senders using same domain

AReceivers could not rely on pass/fail results
Ad{ SYRSNJ ¢l yta YS U2 -looking eail. Bd- £ T |
iKSe S¢Sy 1y2¢ GKIGQa oKFG GKS@:
Ab2 [TLIJSGAGS FT2NJ FyaINEB Odzad2 YSNE
A SYRSNBE RARYQUO 1y2¢ aral s 27
Alncomplete to zero visibility
ANo way to tell if things improve or worsen

ANothing had broken this log jam in several years
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DMARG Domainbased Message M

Authentication,;Reporting-andConformance

Developed from the experience of PayPal, Yakidail and
others in makinddbomainKeyegffective for stopping abuse*

Highlevel principles or guidelines:

ASenders clearly oph by publishing DMARC policy
AReceivers provide feedback so Senders can close gaps
ASenders increase level of authenticated email
AReceivers can identify and block unauthenticated email
AMust work at Internet scale

ASucceed with thighen address more difficulthreats
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N
DMARGC Overview M

AL ayers on top of DKIM and SPF
Al ATyl 1dzZNBa o5YLav Yl & &dzN©
ASPF may work even if the sender screws up DKIM
temporarily

AAllows policy assertions to quarantine or block messages
that do not authenticate

ALots of data collection and reporting
AFor DMARC to pass, either DKIM or SPF musBbEs

AAdditional requirements on DKIM and SPF results
AA DKIM/SPF pass is not always a DMARC pass
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v
DMARG Limitations s

AMore complicated if you want to assert an active policy
AAddress alignment requirements

APolicy enforcement requires good execution, operational control

Alnherits some limitations of DKIM and SPF
ADoes not work well with indirecnailflowsthat modify messages
ASPF pass with changed RFC5321.MailFrom not a DMARC pass

ANot simple for smalcale senders
AMost adoption today is B2C with large orrigk organizations

ACan be difficult for ESPs to support, depending on infrastructure or
customer capabilities
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N
DMARC; Design Decisions M

ADMARC operates on the RFC5322.From address
AThe one author field most email clients display (at least partially)
AThe one bad actors actively exploit
AThis domain drives all DMARC policy lookups

AWhy use the RFC5322.From address?
AOwner of this domain has a clear interest in the message
AField should be present in all email messages
AShown to enduser by almost every mail client programs (MUA)

AWhy not use the RFC5322.Sender address?

ANot shown to eneuser by most mail client programs
Alf it passes they will see the RFC5322.From instead of Sender
AHow would you arbitrate divergent policies between the two?
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N
DMARG; A Few New Concepts M

AOrganizational Domain
Aldentifier Alignment

AReporting
AAggregate Reports
AFailure Reports

ATerminology
ADomain Owner
AMail Receiver
AReportReceiver
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N

AAddresses in email may use one , none, or several levels of
sulb-domain
Aexample.com , mail.example.com ,a.b.c.d.example.com

AOrganizational Domain would be the smallest name that is
not a TopLevel Domain (TLD) according to Internet Assigned
Name Authority (IANA)

A.com isaTLD
Aexample.com isnota TLD

AWork is underway to standardize how to detect these
domain boundaries; for now, there are heuristics in RFC7489




