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A few words about DMARC.org, 
LinkedIn, and Japan
A disturbing observation about 
company email and phishing
An update on DMARC and email 
authentication
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“LinkedIn and Microsoft were both part of 
the original DMARC project. LinkedIn 
supported DMARC.org as a non-profit, so 
it was natural to transition to a full-time 
position that allows me to continue 
working on DMARC.org”
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Dr. Markus Jacobsson of Agari has 
developed this taxonomy to describe all 
the ways malicious email is constructed. 
This is a very useful model, but it leaves 
out the threat of legitimate messages sent 
from a vendor that confuse employees –
and contradict their anti-phishing training 
- by looking like phishing messages.
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In mid-2000s we would routinely discover 
new outsourced projects when the in-
house contact complained that their 
vendor’s messages were being blocked by 
anti-spam filters.
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NYState study: 
https://www.computer.org/cms/Compute
r.org/ComputingNow/pdfs/IEEESecurityPr
ivacy-SpearPhishing-Jan-Feb2014.pdf
* Cisco phishing story from 2005
Cisco spear phishing study: 
https://www.darkreading.com/mobile/tar
geted-attacks-10-times-more-profitable-
than-mass-campaigns/d/d-id/1135960
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Source: A paper presented at the 2013 
International Human Factors and 
Ergonomics Society Annual Meeting about 
phishing emails.
https://www.welivesecurity.com/2013/07/
25/overconfident-introverted-study-
reveals-personality-traits-of-perfect-
phishing-victims/
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We have changed the company names, 
but these are both examples based on 
real messages received by company 
employees.
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This legitimate campaign frequently 
reported as phishing!
This practice – and problem – did not 
develop overnight. But we must start to 
pay attention to securing these 
communications, just as we have started 
securing communications to customers.
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2013 phishing figure: https://www.phishingusertraining.com/the-
cost-of-phishing/
2015-2016 data breach: 
http://breachlevelindex.com/assets/Breach-Level-Index-Report-
2016-Gemalto.pdf
2016 phish figures: https://blog.barkly.com/phishing-statistics-
2016
2017 phish cost figure: https://www.rsa.com/en-us/blog/2016-
12/2017-global-fraud-cybercrime-forecast
APWG 2016Q1 report: 
http://docs.apwg.org/reports/apwg_trends_report_q4_2016.pdf
Ransomware stats: http://invenioit.com/security/ransomware-
statistics-2016/
400% ransomware: https://www.scmagazine.com/ransomware-
attacks-will-double-in-2017-study/article/634560/
Ransomware damage costs: 
https://cybersecurityventures.com/ransomware-damage-report-
2017-5-billion/
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Only 62,000 ending same quarter in 2016. We 
only include domains that are still publishing 
DMARC records.
For the graph above, our figure for 2016-09 
reflects domains that first published a DMARC 
record from 2012-01 through 2016-09, and 
which are still published as of 2017-10. 
Therefore the figure shown in the graph for 
2016-09 is 48,838 – however, when these 
same records were checked in 2016-10, the 
total was roughly 62,000. Between 2016-10 
and 2017-10, roughly 13,000 domains that 
had published DMARC records before 2016-10 
withdrew their records, lowering the total 
observed in 2017-10.
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United States ~350% 2017 versus 2016
United Kingdom 380% 2017 versus 2016

21



22



23



24



25



26



27



28



29



30



31



32



33



34


