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Executive Summary S

* Packages and libraries are available now

* Intermediaries and Receivers should be planning
their ARC deployments now

* Senders should expect to see impact in 3&4Q 2017
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Overview S

- Recap: Why Do We Need ARC and What Is It?
- Challenges to Adoption and Deployment

- Implications for Senders, Intermediaries, and
Receivers

- How You Can Help

- Links to Resources
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Why Do We Need ARC? M

- Mailing lists and other “indirect mailflows” cannot
be authenticated under DMARC

- Valid messages are quarantined or rejected

- Impacted users annoyed, frustrated

- This limits adoption of DMARC
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ARC: Authenticated Received Chain M

- ARC enables validation of indirect mailflows

- DMARC can now authenticate for all mailflows

- ARC conveys email authentication results from hop to hop
- Intermediaries can alter/redirect messages
- Receiver can verify signatures from intermediaries

- AOL, Google, Microsoft, Yahoo committed to ARC
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Biggest Challenges Facing ARC M

-Finalizing the Specification
- Availability of Implementations

-Adoption by Receivers and Intermediaries
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Status Of Specification M

- Documents adopted by IETF DMARC Working Group (June 2016)
- https://datatracker.ietf.org/doc/draft-ietf-dmarc-arc-protocol/
- https://datatracker.ietf.org/doc/draft-ietf-dmarc-arc-usage/

- Stable reference for first version of protocol
- Community review correcting unclear language
- Implementations developed based on first version

- Working Group looking at the next version

QU004

®
This use of the IETF logo is not an endorsement of any product or service. I E I F
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Status Of Implementations M

- ARC test suite is complete, Free Open Source Software

- Python implementation is complete, validated, FOSS
- C/milter implementation is being validated, FOSS

- Perl implementation in development, FOSS

- Mailman, Sympa MLMs in active development
- AOL, Google have code in production

- MailerQ MTA has ARC support now

FOSS versions help speed supported commercial products
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Adoption By Receivers M

- Large operators require custom solutions
- AOL, Google validating messages now

- Microsoft, Yahoo in planning m i iL

- Others require commercial products
- Cloudmark support in development
- MailerQ available now

- Many small operators just need a milter
- Available in March!
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GMail Showing ARC Results Today
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AOL Validating ARC Today
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Adoption By Intermediaries M

- Currently analyzing traffic to identify key operators
- Will offer assistance

- Key FOSS MLMs need support: Mailman, Sympa
- Support for both in active development

- Key commercial MLMs need support
- Will offer assistance

- Many list operators will need to upgrade or patch
- Getting support into MLMs and FOSS packages
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Implications For Senders M

- Senders: Domain owners, Brands, ESPs, etc
- No changes required
- Works behind the scenes

- If you’ve been holding off on going to p=quarantine
Of p=reject, NOW YyOU Can

- What impact can you expect to see?
- More messages delivered, less quarantined/rejected
- Fewer complaints and unsubscriptions

- When can you expect to see ARC in email?
= ZH 2017 Sender
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Implications For Intermediaries M

- I nte rm ed i a ries: Subject: ... @ Subject: [List] ...
- Mailing lists p 248

- Alumni/affiliate forwarders ermedary

- What impact can you expect to see?
- Fewer misdirected messages and unsubscriptions
- Upgrades or patching required
- Request integration from vendor/provider

- When can you expect to see ARC in messages?
- Some packages available now, more in 2Q 2017
- Gmail/AOL validate ARC now, others starting 2Q 2017
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Implications For Receivers SMAR

- Receivers:
- Mailbox providers / ISPs
- Enterprises

- What impact can you expect to see?
- More messages authenticating Recaivers
- More data for reputation systems
- More domains adopting DMARC

- When can you expect to see ARC in messages?
- Some packages ready now, more in 2Q 2017
- Growing use through 2H 2017
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How You Can Help M

- Contribute to your favorite MLM package

- Ask your vendors/service providers about ARC support

- Educate others on the importance of ARC and DMARC

- Stay Informed
- http://lists.dmarc.org/mailman/listinfo/arc-discuss

- Participate in IETF Working Group
- https://www.ietf.org/mailman/listinfo/dmarc
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Links M

- General ARC information: http://arc-spec.org

- ARC mailing list: http://lists.dmarc.org/mailman/listinfo/arc-discuss

- |ETF Working Group: https://www.ietf.org/mailman/listinfo/dmarc

- ARC test suite: https://github.com/ValiMail/arc test suite

- Python code: https://pypi.python.org/pypi/dkimpy/0.6.1

- C/Milter: https://github.com/mskucherawy/OpenARC

- MailerQ MTA:
- Free trial from https://www.mailerg.com/product/license/create
- ARC message creation/testing at http://arc.mailerg.com
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About DMARC.org M

The mission of DMARC.org is to promote the use of DMARC
and related email authentication technologies to reduce
fraudulent email, in a way that can be sustained at Internet
scale. This overall goal is met by educating individuals and
organizations through a combination of articles, tutorials,
presentations, and webinars.

For more information, please visit https://dmarc.org

DMARC.org is an initiative of the non-profit Trusted Domain Project (TDP).

For more about TDP, please visit http://trusteddomain.org

The contents of this presentation are released under the Creative Commons Attribution-ShareAlike 4.0
International License (CC BY-SA).
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About DMARC.org M ,

The work of DMARC.org is made possible through the generous
support of these organizations:

/2
AGARI comcasT  Google
Sponsors:
FARSIGHT  [R] ReturnPath  TDPH
Linked[fi]  messagesystems
Supporters:

P PayPal
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